Introduction
Diplomacy plays an important role in implementing foreign policies through bilateral relations, consular services, communication and negotiations, i.e. making one country's policies understood and accepted by other states (Todhunter, 2013) . While the policies offer direction and outline the outcomes to be achieved through diplomatic relationships, diplomacy itself involves the implementation of initiatives to realise the outcome and associated communications that take place around these initiatives and outcomes (Murray, Sharp, Wiseman, Criekemans, & Melissen, 2011) . Ministers in MFA (ministry of foreign affairs) are responsible for a plethora of diplomatic duties, for example hosting foreign leaders from different parts of the world and attending state meetings in other countries (Baxter & Stewart, 2008) . In recent times, MFAs have undergone significant changes in the way they handle foreign affairs as governments have adopted different approaches to interact with foreign countries (Hanson, 2010) . It has been observed that foreign ministries are increasingly making exemplary use of the potential of technology (Ehiane et al., 2013; Hockings & Mellisen, 2015) . Heeks and Bailur (2007) posit that ICT has penetrated all societal aspects and become an indispensable tool for delivering government services in an open, transparent and auditable way. Ministries of Foreign Affairs have also used ICT frameworks to reduce the complexity of overall operations (Batora, 2008; Hanson, 2010) and technical infrastructures have been continuously updated over the years to improve the efficiency levels of foreign ministries' computing networks (Ehiane et al., 2013) . However, the use of ICT in foreign ministries has been largely focused on internal operations, until recently, and in the last few years the concept of e-diplomacy has started to challenge and replace traditional methods of diplomacy to support the multiple function of diplomats.
E-diplomacy (also popularly known as digital diplomacy) is the use of communication and information technology for the purpose of attaining foreign policy goals (Hanson, 2010; Holmes, 2013; Ipu, 2013) . Currently, there is no single definition of the term (Hanson, 2010) . Some experts have defined e-diplomacy as the electronic component of public diplomacy (Hanson, 2010) while others have focused on the use of the Internet to help achieve policy goals and objectives (Permyakova, 2014) , or the use of the Web and associated ICTs including social media tools to solve foreign policy problems (Huxley, 2014; Jones, Irani, Sivarajah, & Love, 2017; Sivarajah, Irani, & Weerakkody, 2015) . Digital diplomacy is therefore an emerging field and its online application has promoted its vast scope and uses (Hanson, 2010) . However, each country follows a different approach to e-diplomacy due to differences in foreign policies and perspectives on technology Al-Muftah, Weerakkody, & Sivarajah, 2016) .
The unique field of digital diplomacy has been largely neglected in academic research and most scholars focus on the diplomatist literature, which emphasise the diplomatic function, negotiation, mediation and others. In practice, this area has been evolving slowly compared to other areas of public services, such as e-government, e-commerce and ehealth. Therefore, it is important and timely to investigate the variables that impact this important field of e-diplomacy. More specifically, very few studies explore factors affecting the implementation and diffusion of digital diplomacy. In this study, the authors seek to evaluate the use of inter-organisational and intra-organisational uses of digital diplomacy within foreign ministries and embassies. The study will focus on formulating a model of digital diplomacy that encapsulates ICT use across inter-and intra-organisational contexts.
The model aims to illustrate factors that impact digital diplomacy. To achieve this research aim, two research questions are posed:
RQ1. What factors influence implementation of e-diplomacy within a foreign ministry?
RQ2. What is the relationship between the defined factors?
To define the factors that can influence e-diplomacy implementation, interviews were conducted with key government officials responsible for e-diplomacy. The interviews were conducted with participants from three different countries: the USA, the UK and Qatar.
To explore this domain, the researchers applied ISM method (Interpretive Structural Modelling) to determine which factors impact e-diplomacy implementation.
The paper is organised and presented in the following structure: First, a brief literature review is presented. Then, the research methodology used to collect the variables of e-diplomacy implementation are outlined. Next, the empirical findings are presented. A section detailing the ISM method employed to determine the significance of each factor in driving implementation of e-diplomacy is then discussed. This is followed by further sections presenting the results and examining their implications. Finally, the paper concludes by outlining the limitations and discussing the contribution of the research.
Literature review
With the evolution of ICTs in the Internet-era, public institutions have continued to exploit the potential of technology in their policymaking efforts in both the domestic and international (or diplomatic) service landscape (Jones et al., 2017; Omar, Weerakkody, & Sivarajah, 2017) . The establishment of e-government in mainstream public administration has allowed governments to maintain improved levels of efficiency, transparency and relationships with their citizens in a number of areas including in education, health, transport, commerce and diplomacy (Asgarkhani, 2005; Heeks & Bailur, 2007) . Scholars defined e-government as the integration and use of information technologies such as the internet, World Wide Web networks and mobile computing in different areas of the governmental activities, which is primarily undertaken by government agencies to facilitate the interactions with the citizens (Fountain, 2001; Kettani & Moulin, 2014) . According to Bekkers and Homburg (2007) , the concept of e-governance has emerged with the increased use of ICT tools. This technologybased platform has supported a wide range of administrative tasks and even facilitated the integration of governmental operations. Public services are also positively affected by the increased use of social media, smart phones, Web 2.0 technologies etc., since they influence citizens' levels of engagement with government operations. However, Janssen and Cresswell (2005) posit that advanced and integrated government services require more comprehensive and integrated architectures. Janssen, Konopnicki, et al. (2017) suggested that public sector innovation is linked with ICT where it is not only developing new products but also facilitating value creation. These authors go on to explain that innovation in government is about finding new ways to develop the relationship between the government and the public. According to Asgarkhani (2005) , ICT policies in the public sector have been able to shape e-government projects effectively as these were adopted at the same time as a technological shift took place in the public sector. Institutional changes that are also closely associated with the adoption of ICT during the mid 2000s focused on: public service delivery; government operations; reform of governance; citizen participation and policy making. For instance, new technologies such as Shared Service Centres (SSCs) have gained the interest of decision makers and public administrations as an approach to improve efficiency and reduce costs (Janssen & Joha, 2006) . According to Janssen, Loukis, Dawes, and Zheng (2016) ICT plays a major role to help both private and publicsector organisations to access knowledge, skills and resources present in other organisations; a key requirement in diplomatic operations. Janssen, Klievink, and Tan (2012) mentioned that sharing information can cause resistance in businesses, as information is seen as key to competitive advantage, whereas governments need information to conduct their tasks under a low cost model to preserve the public purse. At a societal level, intercultural dialogue has become more common and the interaction between citizens of different nationalities is a routine (Ramzan, 2013) . Also, the exchange of information between countries has become more and more important (Janssen, Bharosa, Winne, Wijk, & Hulstijn, 2011) . A reflection of literature suggests that many digital diplomacy studies have focused on one tool of digital diplomacy i.e. the use of social media (Bjola & Holmes, 2015; Cassidy & Manor, 2016; Costa, 2017; Kampf, Manor, & Segev, 2015; Manor, 2016) . Research by Kampf et al. (2015) is based on data collected from eleven Ministries of foreign affairs (MFAs). The countries were chosen for their extensive use of Social Networking Sites (SNS) such as Facebook and Twitter. Bjola and Holmes (2015) conducted research based on extensive secondary data, which affirms the value of Social Networking Sites and the use of social media to transform public diplomacy. Manor (2016) suggested that Foreign Ministries are more inclined toward using social media to attract elite population instead of bridging the communication gap with foreign populations. Costa (2017) highlights the issues that are associated with social media use in public diplomacy. Cassidy and Manor (2016) expose the myths related to digital diplomacy in terms of its effectiveness, reach and impacts.
e-Diplomacy is about how countries contact and communicate with each other, share information, and also influence each other through using ICTs. It also promotes the idea of transparency, transfer of information and increased interaction between countries (Hanson, 2010) . In the recent past, ICT has significantly been integrated with the affairs of diplomacy (Ehiane et al., 2013; Zaharna, 2007) . This situation has long escalated a paradigm shift in the manner in which the political scientists view this as process transformation in diplomacy. For example, due to the advancements made in the ICT sector, e-diplomacy has evolved its functions whereby it allows digital delivery of information and enables the governments to link with other states across the world (Heeks & Bailur, 2007) . Further, e-diplomacy has instigated a shift in the roles of diplomats by bolstering storage of office documents in the cloud and guarantees access from anywhere. Therefore, ministries need to rip the benefits of IT. The situation can have an achievement in the realm of competing with other states, parts of their governments, and the way they deliver their analogues in respective situations (Eldon, 1994) . According to the digital strategy of the Foreign and Commonwealth Office of the UK (2012), digital diplomacy has been found to be a crucial tool in the management of issues that surround foreign policies. However, e-diplomacy has had limited definitions, with current definitions failing to cover its apparent scope. For instance, the current definitions miss out on the internal electronic processes, major mobile applications, and the various novel technologies that can be applied in diplomacy. In this perspective, IRM'S Office of eDiplomacy (2015) acknowledges the ideologies developed in the 21st Century, including, Statecraft as a domain that involves applications and essentials of e-diplomacy. In this regard, e-diplomacy has foci on three broad aspects of information networks including personal communications, international relations, and mass media. China, the powerhouse of the Asian economy, understands the importance of digital diplomacy (Wang, 2008) . The Chinese use the policy called, "Step Out, Welcome In", for balancing out the international influence through social media (Chen, 2012) . Indeed, the world is becoming increasingly connected, and it is technology that is driving most of the social and economic changes. One recent example is the failed coup attempt in Turkey where the country's president used FaceTime to make his first interaction with the media and the citizens of Turkey to rally supporters (AppyGeek, 2016) . carried out a study in a bid to understand, dissect, and analyse trends identified in the existing literature on ediplomacy. The study seeks to provide a wide-ranging summary of the existing digital diplomacy literature. The analysis looked at 25 publications that were classified according to relevance, countries of study, study methodology and then drew up a profiling table. Most of the research was done in North America and Europe but a portion was conducted in Asia and the Far and Middle East. Of the studies surveyed, most followed qualitative methods such as interviews, case studies, and literature reviews. No surveys were used, indicating that researchers preferred qualitative methodologies . Most of the studies reviewed literature but did not delve into empirical evidence; some used case studies but these were limited to small populaces. For example, Al-Muftah et al.'s (2016) study revealed that the United States Digital Outreach Team was studied by Cull (2013) , Wichowski (2013) and Khatib and Thelwall (2012) where these authors found Twitter as the main influential driver impacting social and digital diplomacy in the US. Al-Muftah & Weerakkody's paper also discuss a study by Huxley (2014) where the influence of social media on matters pertaining to Finland's foreign relations was researched and another study by Batora (2008) where the author sought to determine how secrecy, one-way communication and hierarchy impact on the deliberation of foreign relations conducted via ICT.
In an initial study, a conceptual framework for measuring the maturity of e-diplomacy was presented by . This framework outlined four basic stages. In the initial stage, foreignaffairs agencies of the government are cloud-linked via an ICT framework that facilitates the coordination of activities in embassies in those countries by providing intra-organisational digital capabilities (Jones et al., 2017) . In the intermediate stage, the effects of ubiquitous Internet access are felt by diplomats and other staff within embassies. At the third stage, citizens' interactions can be evidenced by the diffusion and consumption of ICT tools. By the fourth stage, an innovative platform can provide collaborative Digital Diplomacy . In addition, factors influencing uptake of e-diplomacy were outlined by these authors.
Research approach and methods
A qualitative method is used in this study as it takes validity of data processing into account and contributes to an in-depth understanding of the results and outcomes. A case-study research strategy was chosen for this research and interviews were used as the source of case-study evidence. According to Benbasat, Goldstein, and Mead (1987) , case studies are highly convenient for IS research because they can generate a theory effectively through the study of natural settings of phenomena; this makes them particularly apposite to research areas where little or no research has been done.
In determining those factors that influence the implementation of ediplomacy, interviews were conducted with key government employees responsible for e-diplomacy. The interviews were conducted with participants from three different countries: the US, the UK and Qatar. In the UK, interviews were conducted in the Foreign and Commonwealth office; in the US, the State Department; and in Qatar, the Ministry of Foreign Affairs. The US and the UK are leaders in both e-diplomacy practice. According to , most of the e-diplomacy research was done in North America and Europe (particularly in the US and the UK) with a few studies conducted in Asia, Far and Middle East. The US is the leading country for using e-diplomacy tools with the office of e-diplomacy founded in 2003. The UK is ranked second after the US in its use of advanced tools for public diplomacy (Digital strategy of the FCO, 2012) . The choice of the state of Qatar is viewed as an example of an emerging economy which has been influenced heavily by the political administrative processes of the UK and US. Qatar was among the first in the GCC to implement e-government systems and the ministry of foreign affairs of Qatar has developed a standard e-transformation model for the region focused on optimising the use of electronic networks. In its 2008-2010 ICT plan, the Ministry deployed many projects that contributed to achieving e-diplomacy (ICTQ, 2011) . Therefore, the three cases offer the right context of this study.
The purpose of conducting the interviews was to explore intensively the opinions of selected professionals on the use and implementation of ICT in diplomatic services and to determine which factors affect the implementation of e-diplomacy. Table 1 presents a short profile of participants who took part in the interviews:
The interviewees were selected carefully based on their experience and involvement with e-diplomacy in their respective foreign missions. The data collection process started with the US embassy (as the leading country for e-diplomacy) by interviewing two key officials and moved on to the UK FCO to repeat the process. Finally, the interviewees from the MOFAQ were consulted as the emerging country in the use of ediplomacy. Similar to the US and the UK, the process started by consulting two senior officials who were involved in e-diplomacy implementation in Qatar (Q2 and Q4). However, with a view of eliminating any bias from the interviewees at MOFAQ (as e-diplomacy is relatively new to Qatar), two former senior diplomats and a current ambassador was interviewed. This allowed to triangulate the key issues uncovered across the three countries.
Interpretive structural modelling (ISM)
Subsequent to the interviews, an ISM method was used to determine factors that influence e-diplomacy implementation. ISM is an analytical tool that can be used to evaluate the different factors concerning the implementation of e-diplomacy. The ISM process is an interactive process in which a group of both directly-related and different elements are organised into an all-inclusive systematic framework (Attri, Dev & Sharma, 2013; Raj & Attri, 2011) . The structure, therefore, acquired through the application of this method provides a framework of an Table 1 Interview participant Cases/participants State department of the USA -A senior manager in the e-diplomacy office, US State Department (US1) -A senior diplomat and an IT professional in the US embassy in London (US2) The UK foreign and common wealth office -A senior personal in the digital outreach department, FCO, UK (UK1) -A senior manager in the digital outreach department, FCO, UK (UK2) The Ministry of foreign affairs of Qatar (MOFAQ) intricate problem/issue, in a meticulously designed system involving words as well as graphs. ISM has been chosen as the preferred method after reviewing other alternative methods such as analytic hierarchy process (AHP), decision making trial and evaluation laboratory (DE-MATEL) etc., The reason for selecting ISM is that it is a well-established methodology for identifying relationships among specific items, which define a problem or an issue and a relevant modelling technique for analyzing the influence of one variable on other variables, more frequently used to provide a fundamental understanding of complex situations and putting together a course of action for solving a problem (Agarwal, Shankar, & Tiwari, 2007; Attri et al., 2013) . However, AHP is a system analysis technique for solving decision problems. It is fundamentally used to transform a complex decision into elemental issues (i.e. clustering) to create a hierarchical model. For a typical hierarchy, the selection of the best alternatives is situated at the highest level, elements with similar nature are grouped at the same interim level(s) and the decision variables are located at the lowest level (Tung & Tang, 1998) . Moreover, DEMATEL is based on digraphs, which can separate involved factors into cause group and effect (Wu, 2012) . As we want to represent the visual depiction of the variables and their associations with each other within the individual stages, the ISM is the most suited methodology used for this research (Hughes, Dwivedi, Rana, & Simintiras, 2016) . Janes (1988) posited that the ISM modelling not only provides insights into the correlation between the different factors, but additionally assists in developing a hierarchy, based on the significance of every factor. In addition, it provides a visual depiction of the situation. For instance, Singh, Garg, and Deshmukh (2007) used ISM to develop relationships between factors that lead to strategic decisions of firms. Similarly, Agarwal et al. (2007) used ISM to determine factors affecting supply-chain agility. Talib, Rahman, and Qureshi (2011) applied ISM to quality-management implementation. Dwivedi et al. (2017) used ISM to identify factors affecting innovation through Big Open Linked Data (BOLD). Jayant, Azhar, and Singh (2014) composed a paper about ISM to show the most up-to-date of the recent ISM literature and applications. They collected 43 papers that mentioned ISM. In Fig. 1 , the ISM research process is outlined:
Further details of the process outlined in Fig. 1 are set out in the following Results and Data Analysis section. The methodology used draws from other ISM Based journal papers, which have utilized a similar methodology as shown in Fig. 1 (e.g. Agarwal et al., 2007; Dwivedi et al., 2017; Talib et al., 2011) .
Results and data analysis
The discussion is divided into two parts. In the first, results from responses to Question 1 is presented. In the second, the ISM results in response to Question 2 of the research is presented.
Results from the interviews: empirical findings
The interviews revealed a range of significant issues. It was clear that there is a range of motivating factors influencing the use of e-diplomacy. All interviewees highlighted the ability of digital platforms to simplify the management of diplomatic responsibilities, for example, by creating environments similar to face-to-face interactions. From the interviews, it emerged that an important benefit (and thus motivation for implementation) of e-diplomacy was its ability to engage audiences that are unable to meet face-to-face. In addition, implementation of ediplomacy is enhanced by the improvements to and increases in the take-up of technologies that provide connectivity between people. For instance, US1 stated "e-diplomacy has huge leverage in engaging audiences that you usually cannot meet face to face". Also, Both Q1 and UK2 also stressed that the implementation of this approach to diplomacy is influenced by the ongoing development of technology that has increased connectivity between people.
Interviewees acknowledged the four-stage framework which reflects the implementation of e-diplomacy discussed by Al-Muftah and . This framework was used as a frame of reference when conducting the interviews. Participants agreed that the initial stage of e-diplomacy implementation, i.e. achieving intra-organisational digital capabilities (as discussed by , is key to building a robust e-diplomacy system. US2 stated that in the first stage, the focus is on organising those features needed to support the implementation of e-diplomacy platforms. These include development of infrastructures that contribute to the implementation of digital diplomacy. Interviewees also agreed with the notion that e-diplomacy supports the mobility of foreign-ministry employees. According to Q4, diplomats' mobility can be supported with Wi-Fi infrastructure, smartphones and effective mobile support software. Such systems increase the scope for digital diplomacy by increasing the channels through which personnel can operate and access data online. A further important outcome of implementing e-diplomacy is that it provides a means for diplomats to interact with the people they represent. For example, Q5 said "ICT has improved the range of consular services that diplomats can offer to the people, increasing their ability to address their problems directly. The use of social media to provide diplomatic services has further enhanced the possibility of this approach." The last stage of the framework results in the implementation of collaborative digital diplomacy. This enhances connectivity between offices established in different regions or countries that manage diplomatic responsibilities and connects all diplomacy stakeholders (UK1, Q5, Q4).
Traditionally, diplomacy is considered to have three main features; these are (i) a hierarchy; (ii) one-way communication with the public; and (iii) secrecy (Batora, 2008) . The participants acknowledged these, and also a range of additional factors; political, legal, economic, social and cultural. The discussion that follows shows how these factors can serve to reduce the use of ICT in diplomacy. Organisational factors vary, and start with the bureaucracies involved in implementing digital diplomacy. In organisations of this nature, bureaucracies play a significant role in decision making and managing the major aspects of the diplomat's role (UK2, UK1, Q3). The senior diplomat at the US embassy in London said that "If we want to implement an ICT project at this embassy here in London, we have to seek permission from the home office. That bureaucracy can definitely slow down e-diplomacy implementation". He also stressed that bureaucracy is not the only factor that slows the process of ICT implementation, other organisational factors can also exert delays, such as decision-making and resistance to change. Similarly, Q3 added that bureaucracies and highly sophisticated organisational structures can negatively impact decision-making and the allocation of resources, which have in turn impact the effectiveness of digital diplomacy. He also noted that organisational structures and leadership can act either as a driver for change or as an obstacle.
All respondents believe that the implementation of digital diplomacy raises issues of privacy and confidentiality of the data shared on these platforms, and this could be the greatest single obstacle to implementing e-diplomacy. Both respondents from the UK confirmed that one of the increasing concerns on the implementation of technology in diplomatic roles is security. The increased likelihood of data loss or access to data by unauthorized parties increases the fears of implementing digital diplomacy. They also raised concerns about maintaining confidentiality and privacy, which are essential to maintain the dignity of diplomats and allowing them to retain respect in their roles. An example of a security concern was provided by UK1, who said "on our FCO's computers we are not able to look at YouTube because it has been blocked for security reasons. Therefore, security does definitely stop us doing things" He also added that they encounter many items which are classified. Although these items might be interesting information to broadcast, they are not allowed to do so because the information is classified.
Political factors may also amount to challenges in implementing digital diplomacy. Diplomats from politically unstable countries have greater difficulties carrying out their responsibilities. For some, political instability leads to restrictions in the use of digital services, increasing
Government Information Quarterly xxx (xxxx) xxx-xxx reliance on traditional measures (UK1, Q3, Q1). However, security issues that result from political instability may also leave diplomats with no option but to engage with their partners via digital means, in spite of heightened security fears, even for their lives, as affirmed by the respondent (UK1). Regarding legal factors, US1 said "in foreign services we need to deal with so many different countries with different legal systems and procedures. For instance, sometimes an American IT product can't be exported and used in some countries because of their legal system". US2 also mentioned an example of social media which can't be used in some foreign countries. In addition, e-diplomacy projects require long-term financial support. The budget for ICT projects are usually limited, and this can be an obstacle to e-diplomacy implantation (Q3, Q4). Economic obstacles also feature among the factors affecting the implementation of e-diplomacy. Poor economic policies that affect the work of diplomats and their implementation of digital diplomacy affects their ability to perform their duties. (US1, UK2). Operating in different cultures and traditions, citizen-centric policies, the digital divide, and social environments were identified as examples of relevant socio-cultural factors. US2 mentioned that cultural aspects often depend on the personnel. Some consider security concerns as part of the cultural context and these may affect their decisions to implement digital diplomacy (UK1). Q3 added that language plays a significant role in failures of digital diplomacy approaches. Language barriers may affect the ability of diplomats to communicate effectively. Cultures that discourage the use of social media or other digital platforms make it a challenge to implement digital diplomacy compared to those countries that allow its development (Q1). Interviewees also claimed that the nature of the communication between diplomats and the public, or the people they interact with, determines the ability to implement digital diplomacy. Traditional diplomats oppose the notion of using ICT tools in diplomacy, such as social media, as it encourages two-way communication with the public, which is against the traditional norms of diplomacy (US2, UK1, UK2, Q3).
Awareness and training campaigns to promote e-diplomacy services and increase their uptake can play a crucial role (US2). In this regard, UK1 confirmed that "Yes, there is very little awareness of how important it is to have good ICT to use every day and so there is very little investment and very little sense of urgency that these people need mobile phone. So, the leaders do not understand why digital tools are so important". He advised that a rapid program to educate leaders about the importance of e-diplomacy was called for. Interviews also revealed that the ability of diplomats to embrace digital technologies in their roles also features among the challenges. Some may require intense training to obtain the requisite skills in handling digital devices, addressing the security risks that arise from their use in diplomatic contexts at a later stage (UK1, UK2, Q5, Q1). Q1 and Q3 also advised that additional risks associated with e-diplomacy arise from the non-predictable and unmeasurable risks of the technologies used. In this context, they also noted the presence of "resistance to change" which they defined as "the Opposition to new ideas especially from the elder generation of diplomats". They concluded that trust and acceptance of new ICT tools are major variables that must be considered when implementing e-diplomacy.
By using a thematic synthesis process of qualitative research (Thomas & Harden, 2008) , the factors that impact the implementation Awareness/ training This element comprises awareness and training campaigns that promote e-diplomacy services to increase implementation and use. The level of awareness of personnel depends on their knowledge and ability to use digital platforms. These may require training which will improve their ability to use digital diplomacy in carrying out their roles. 3 Secrecy All respondents think that the implementation of digital diplomacy raises issues of privacy, security and confidentiality of the data shared on these platforms, and this can be the major obstacle in implementing e-diplomacy. Diplomatic data should be protected from destructive forces and unwanted actions by unauthorized users. 4 Acceptance Acceptance of new ICT positively affects the implementation of ICT in technology. In most countries, the Internet has been accepted as the primary tool for information sharing. Social media serves as a central platform, where ideas are shared and transmitted globally. Countries have adopted e-governance in cases where the government uses websites to communicate information to its citizens. Most states and non-state actors accept the use of Internet and telecommunication strategies and tools in their organisations. In these cases, the introduction and implementation of ediplomacy is unlikely to face resistance 5 Trust Confidence is a strong belief that something is going to work as intended. In the case of e-diplomacy, trust means that users of digital diplomacy believe that it is useful and greatly assists the diplomatic process, and will contribute to achieving strategic objectives. In other words, users have faith in that digital diplomacy will provide superior results. Trust may affect implementation of digital diplomacy either positively or negatively. For instance, when high confidence in e-diplomacy tools encourages states and non-state actors to implement the use of digital diplomacy. For example, when senior diplomates (such as ambassadors) do not trust or agree that social media is an important medium of communication, the implementation of e-diplomacy is negatively impacted. 6 Risk Risk is defined as a possible adverse outcome, such as a danger. In other words, the risk equates to holding doubts about the future outcome. This is a critical factor affecting ICT and digital diplomacy. The risk factor has changed the adoption of ICT in any sector since uncertainties are associated with adverse outcomes. The introduction and implementation of digital diplomacy is also prone to risks. State and non-state actors may experience risks such as the hacking of e-diplomacy tools which impacts the implementation process negatively to and, at the same time, may lead to diplomatic crises, such as the "WikiLeaks" issue. 7
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Competitive advantage/ Benefits/motivation A range of motivations hold influence over the use of e-diplomacy. The interviewees referred to the simplicity offered by the digital platforms, which improves the ease of managing diplomatic responsibilities, such the ability to create environments similar t0 face-to-face interactions. Moreover, e-diplomacy tools are proven to enhance the functions of diplomats, such as communication, negotiations, bilateral engagements, consular servicers … etc. 8
Human resource factors "Human resources" refers to the people who make up an organization's workforce. Human resource factors are critical when it comes to implementing ICT in diplomacy. When employees in an organization have sufficient practical knowledge and skills on the use of ICT in diplomacy, its advantages and benefits, they can accelerate its implementation. Relevant HR factors include: leadership, management competence, knowledge, and capacity building. 9
Organisational factors Organisational factors according to the nature of the bureaucracies involved in the implementing digital diplomacy. In any organization of this nature, bureaucracies play a significant role in decision making and handling of the major features of the job. Other organisational aspects include Organisational structure, Power distribution, Future needs of the organization, and Organisational culture. 10
Economic aspect E-diplomacy projects require financial support over the long term. Budgets for ICT project are usually limited, which can limit e-diplomacy implementation. Other economic factors (e.g. cost, finical issues, economic environment) are among the potential obstacles that affect the implementation of e-diplomacy. Poor economic policies affect the work of diplomats, implementation of digital diplomacy affects diplomats' ability to perform their duties. 11
Culture and tradition The impact that cultural aspects can have on e-diplomacy implementation depends on the quality of the personnel. Some consider security concerns as part of the cultural factors they must address, and this may affect their decisions concerning implementation of digital diplomacy. The issue of language plays a significant role in the failures of digitaldiplomacy approaches. Language barriers may affect the ability of diplomats to communicate with their partners effectively. Cultures that discourage the use of social media or other digital platforms make it challenging to implement digital diplomacy, compared to those countries that may allow its development. 12 Social aspects "Social aspects" refers to all aspects of the society. The term "social" refers to interactions and relations that take place between people. Social issues are paramount when it comes to the adoption of e-diplomacy. E-diplomacy should be performed within set policies and frameworks to ensure that there is no violation of other people's rights in the society. The adoption process should be citizen-centric and contribute to an improvement of the social environment and social standards. Dealing with disparate societies and traditions, achieving citizen-centric policies, the digital divide and the social environment are examples of relevant social factors. 13
Political aspects Political factors may impede the implementation of a digital approach in diplomacy. Political instability may make it more difficult for diplomats to carry out their responsibilities. In some cases, political instability necessitates restrictions of the use of digital measures, increasing reliance on traditional measures. Relevant political aspects include: government support, leadership, and commitment from senior management. 14 Legal aspect "Legal aspects" can be defined as regulations and legislative that act to cope with the changes caused by e-diplomacy. For example, in some countries, communication via social media channels is accepted, whilst in others it is illegal. The degree of openness that each country embraces and the level of restrictions they impose on relations with other countries can contribute to the enactment of legislation and policies that impact the roles of diplomats in their countries. 15
Intra-organisational digital capabilities/ Technical infrastructure This stage is the key to achieving a robust e-diplomacy system. The first stage focuses on organising the features required to support the successful implementation of e-diplomacy platforms. These include infrastructure development as well as the required hardware and software. 16
Ubiquitous access This stage focuses on the provision of a potentially multi-channelled approach to support the mobile nature of diplomatic responsibilities. The interviewees favoured supporting the mobility of employees in foreign ministries by providing Wi-Fi infrastructures, smart phones and software to support mobile access within the diplomatic premises. To (continued on next page) H. Al-Muftah et al.
of e-diplomacy have been extracted from the experts' feedbacks presented above. These factors are listed in Table 2 , and analysed in the next section by applying the ISM process.
Data analysis: applying ISM
While the results of the interviews showed the factors that impact the implementation of e-diplomacy, ISM method is used to find the relationships between these factors. In this section, the research findings concerning responses to the second research question are presented. It explains how the ISM method was applied to determine relationships between factors affecting e-diplomacy implementation, listed above.
Structural self-interaction matrix (SSIM)
To evaluate the correlation between the various factors affecting ediplomacy, a contextual link of leads to type is selected. This ensures that one factor assists in ameliorating the effects of another. The contextual correlation between the variables is enhanced. After establishing the definition of each variable, the correlation between any two sub-elements (i and j) as well as the associated course of relation is further examined. Four symbols have been used for the category of the correlation that exists between the identified sub-variables under consideration (Raj & Attri, 2011 ).
-V: factor i will help achieve or have influence on factor j; -A: factor j will help achieve or have influence on factor i; -X: factors i and j will help achieve or influence each other; -O: factors j and i have no correlation with each other Based on the contextual relationship discussed above, the SSIM is developed as shown in Table 3 , below, by conducting a round-table discussion with experts in the field of e-diplomacy (Q3, Q4 and Q5):
Reachability matrix
The SSIM is transformed into a reachability matrix. A reachability matrix is a binary matrix that consists of 0's and 1's (Mishra, Singh, Rana, & Dwivedi, 2017) . The reachability matrix follows simple rules of substitution, as described below:
-Based on the original SSIM, any (i, j) entry corresponding to factor V is denoted as 1 (numeric) in the reachability matrix, and subsequently, the (j, i) entry changes to numeric 0 -Any (i, j) entry corresponding to factor A in the SSIM is denoted as 0 in the reachability matrix, and subsequently, the (j, i) entry is denoted as 1 -Any (i, j) entry corresponding to factor X in the SSIM is denoted as 1 in the reachability matrix, and subsequently, the (j, i) entry is denoted as 1 -Any (i, j) entry corresponding to factor O in the SSIM is denoted as 0 in the reachability matrix, and subsequently, the (j, i) entry is denoted as 0 (Table 4) 
Final reachability matrix
The final reachability matrix (see Table 5 ) is formed by applying the contextual relation in which if variable A is related to B and B is related to C, then A will be necessarily related to C.
Partitioning of the FRM
From the reachability matrix, level partitioning is executed through the assessment of the reachability matrix, as well as the precursor groups of every factor. The reachability group is comprised of the factor itself as well as other factors, which may assist in achieving the factor. Conversely, the precursor sets comprise the factor, as well as other Factor Explanation increase the effectiveness of digital diplomacy they advocate increasing the channels through which personnel may operate and access online data. 17
Citizens' interactions/ Nature of communications In this stage, the interaction between the diplomats and the people they represent occurs. ICT has improved consular services offered by diplomats, enhancing their ability to address their citizens' problems directly. The inclusion of social media in the provision of diplomatic services has also enhanced the effectiveness of this approach. 18
Collaborative digital diplomacy This stage reflects the implementation of a collaborative digital diplomacy system, which promotes connectivity between the offices established in different regions or countries to handle diplomatic responsibilities and connects all diplomacy stakeholders together. Foreign missions are using advanced ICT infrastructure like technical consultants, computers and networking equipment, telecommunication, database management and hosting, servers, security, firewalls, intrusion detection, and others which can help achieving the integration stage Table 3 Structural self-interaction matrix.
i/j 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 
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factors, which may assist in achieving it. Then the meeting point of these groups is derived from all the factors. The factors for which the intersection and reachability sets are similar are the highest ranked factors in the ISM grading. The highest ranked factors in the grading system would not help to achieve any other factor above its level. In Table 6 , variables 1 (resistance to change), 2 (awareness/training), and 7 (i.e. competitive advantages), are found at Level I as the elements for all these factors at the reachability set are equal to intersection set. For these variables, the reachability and intersection set are the same. So, they will be located at the highest of the hierarchy of the ISM model. In Table 7 , variables 3 (security/privacy), 4 (acceptance), 5 (trust), 6 (risk), 8 (i.e. human resource factors), 16 (ubiquitous access), 17 (citizens' interactions/ nature of communications), and 18 (collaborative digital diplomacy) are put at Level II as the elements for these variables, such as reachability and intersection set, are the same. Thus, they will be placed at Level II in the ISM model. Furthermore, we also eliminate the rows corresponding to variables 1, 2, and 7 from Table 6 , which are already located at the top level (Level I). The same procedure of deleting those rows that conform to the previous level and marking the next level location in the new table is repeated until we reach the final variable in the table.
In Table 8 , below, variables 9 (organisational factor), 13 (political), 14 (legal), and 15 (technical infrastructure) are placed at Level III as the elements of these variables at reachability set and intersection set are the same. Thus, they will be placed at Level III in the ISM model. Finally, in Table 9 variables 10 (economic aspects), 11 (culture and tradition) and 12 (social factors) are put at the lowest level as the elements at reachability set and intersection set for these variables are the same. Thus, it will be positioned at Level IV in the ISM model.
Canonical matrix
A canonical matrix is created through grouping variables contained in the same level, across columns and rows of the final reachability matrix. The canonical matrix that shows the factors against the level is shown below (see Table 10 ).
Classification of factors impacting e-diplomacy
Factors impacting e-diplomacy implementation are categorised into four groups, based on driving power and dependence power shown in Table 5 above and Fig. 2 below. The categories are autonomous, dependent, linkage, and drivers (Mandal & Deshmukh, 1994) . Fig. 2 comprises four quadrants that represent the autonomous, dependent, linkage, and driver classes. For instance, a variable with a driving power of 11 and a dependence power of 16 is placed at a 
[Legend: 1 ⁎ shows transitivity, DNP = Dependence Power, DRP = Driving Power].
Table 6
Partition on reachability matrix: Iteration I. 2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 1,2,7,9 I 2 1,2,3,4,5,6,7,8,9,10,16,17,18 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 1,2,3,4,5,6,7,8,9,10,16,17,18 I 3 1,2,3,4,5,6,7,8,10,16,17,18 2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 2,3,4,5,6,7,8,10,16,17,18 4 1,2,3,4,5,6,7,8,9,10,16,17,18 2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 2,3,4,5,6,7,8,9,10,16,17,18 5 1,2,3,4,5,6,7,8,15,16,17,18 2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 2,3,4,5,6,7,8,15,16,17,18 6 1,2,3,4,5,6,7,8,10,15,16,17,18 2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 2,3,4,5,6,7,8,10,15,16,17,18 7 1,2,3,4,5,6,7,8,9,16,17,18 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 1,2,3,4,5,6,7,8,9,16,17,18 I 8 1,2,3,4,5,6,7,8,9,15,16,17,18 2,3,4,5,6,7,8,9,10,11,12,15,16,17,18 2,3,4,5,6,7,8,9,15,16,17,18 9 1,2,3,4,5,6,7,8,9,15,16,17,18 1,2,4,7,8,9,10,15,16,17,18 1,2,4,7,8,9,15,16,17,18 10 1,2,3,4,5,6,7,8,9,10,15,16,17,18 2,3,4,6,10,15,16,17,18 2,3,4,6,10,15,16,17,18 11 1,2,3,4,5,6,7,8,11,15,16,17,18 11 11 12 1,2,3,4,5,6,7,8,12,15,16,17,18 12 12 13 1,2,3,4,5,6,7,13,16,17,18 13 13 14 1,2,3,4,5,6,7,14,16,17,18 14 14 15 1,2,3,4,5,6,7,8,9,10,15,16,17,18 5,6,8,9,10,11,12,15 5,6,8,9,10,15 16 1,2,3,4,5,6,7,8,9,10,16,17,18 2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 2,3,4,5,6,7,8,9,10,16,17,18 17 1,2,3,4,5,6,7,8,9,10,16,17,18 2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 2,3,4,5,6,7,8,9,10,16,17,18 18 1,2,3,4,5,6,7,8,9,10,16,17,18 2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 2,3,4,5,6,7,8,9,10,16,17,18 H. Al-Muftah et al.
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position with dependence power of 16 in the x-axis and driving power of 11 on the y-axis. Based on its location, it can be defined as a linkage factor. The objective behind the classification is to enable analysis of the driver power and dependency of the variables. The first quadrant contains factors defined as autonomous, which should be disconnected from the system, as they have weak driver power and weak dependence. None of the defined factors fit into that quadrant in the context of this research. The second quadrant contains only one factor, i.e. resistance to change, which could be expected to define it as a dependent variable with weak driving power but strong dependence power. The third quadrant contains drivers or independent factors that have strong driving power and weak dependence. Cultural, legal, economic, social, political and technical infrastructures are included in this quadrant. The forth quadrant (linkage) contains the majority of the variables: awareness/training, security, acceptance, trust, risk, competitive advantages, human resources, organisational factor, ubiquitous access, citizen's interactions, and collaborative digital diplomacy. According to the definition of linkage variables, these factors have strong driving power and strong dependence power. These factors affect each other and also feedback on themselves.
Formation of structural model
In this section, the final ISM based model of factors affecting e-diplomacy implementation is constructed from both the canonical matrix shown in Table 10 and the final reachability matrix shown in Table 5 . The model consists of vertices, nodes and edges that illustrate relationships among the variables. For instance, if there is a relation between the factors i and j, this is shown by an arrow pointing from i to j. The digraph is finally converted into an ISM-based model, shown in the Figure below . The different levels are identified using a level partitioning process of the ISM method, which shows the driving and dependence power of a variable and how they are connected at the same level and with the variables of the next level above. 4, 5, 6, 8, 10, 16, 17, 18 3, 4, 5, 6, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18 3, 4, 5, 6, 8, 10, 16, 17, 18 II 4 3, 4, 5, 6, 8, 9, 10, 16, 17, 18 3, 4, 5, 6, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18 3, 4, 5, 6, 8, 9, 10, 16, 17, 18 II 5 3, 4, 5, 6, 8, 15, 16, 17, 18 3, 4, 5, 6, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18 3, 4, 5, 6, 8, 15, 16, 17, 18 II 6 3, 4, 5, 6, 8, 10, 15, 16, 17, 18 3, 4, 5, 6, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18 3, 4, 5, 6, 8, 10, 15, 16, 17, 18 II 8 3, 4, 5, 6, 8, 9, 15, 16, 17, 18 3, 4, 5, 6, 8, 9, 10, 11, 12, 15, 16, 17, 18 3, 4, 5, 6, 8, 9, 15, 16, 17, 18 II 9 3, 4, 5, 6, 8, 9, 15, 16, 17, 18 4, 8, 9, 10, 15, 16, 17, 18 4, 8, 9, 15, 16, 17, 18 10 3, 4, 5, 6, 8, 9, 10, 15, 16, 17, 18 3, 4, 6, 10, 15, 16, 17, 18 3, 4, 6, 10, 15, 16, 17, 18 11 3, 4, 5, 6, 8, 11, 15, 16, 17, 18 11 11 12 3, 4, 5, 6, 8, 12, 15, 16, 17, 18 12 12 13 3, 4, 5, 6, 13, 16, 17, 18 13 13 14 3, 4, 5, 6, 14, 16, 17, 18 14 14 15 3, 4, 5, 6, 8, 9, 10, 15, 16, 17, 18 5, 6, 8, 9, 10, 11, 12, 15 5, 6, 8, 9, 10, 15 16 3, 4, 5, 6, 8, 9, 10, 16, 17, 18 3, 4, 5, 6, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18 3, 4, 5, 6, 8, 9, 10, 16, 17, 18 II 17 3, 4, 5, 6, 8, 9, 10, 16, 17, 18 3, 4, 5, 6, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18 3, 4, 5, 6, 8, 9, 10, 16, 17, 18 II 18 3, 4, 5, 6, 8, 9, 10, 16, 17, 18 3, 4, 5, 6, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18 3, 4, 5, 6, 8, 9, 10, 16, 17, 18 II III  14  14  14  14  III  15 9,10,15 9,10,11,12,15 9,10,15 III Table 9 Partition on reachability matrix: Interaction 4. 
Discussion
As per Fig. 3 above, the empirical investigation suggests that the most fundamental considerations for an e-diplomacy implementation are cultural, social and economic. Since they operate at the same level, they have the greatest effect on the variables in the upper levels. For example, technical infrastructure (i.e. located in Level II) requires budget and financing (i.e. the economic aspect, located in Level IV. UK2 considered limited finical resources to be the biggest obstacle in e-diplomacy implementation. He said: "I think the number one is probably cost; the biggest challenge to us is the financial to be able to fund a new system". Several economic, legal and economic factors affect the 
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implementation of ICT in the ministry of foreign affairs. Shortages of skilled staff to exploit advanced ICT services and a lack of funds appear to be vital components (Czosseck & Geers, 2009 ). Social and cultural factors also play an important role in implementing ICT at diplomatic and foreign-ministry level. As outlined by Hicks (2011) , implementation is not possible without the support from and engagement of the society and its prevailing culture. It can be shown that social engagement with innovation is not straightforward, specifically in environments where traditional societies and conservative infrastructures prevail (Malone, 2008) . Q3 said "there is a digital divide issue, and although digital tools themselves have become tools of making common ground for interaction, culture and language barriers are still present, and reduce the likelihood of creating commonalities". Also, for working in different parts of the world, it is very difficult to communicate through a shared language base thus development of multi-lingual ICT infrastructure and network can turn out to be costly for government ministries (Stauffacher, 2005) .
The factors present at Level III (i.e. organisational, legal, political and technical infrastructure) can impact some factors at Level II directly. For instance, political factors such as leadership and power distribution can directly affect the next upper level variables such as using e-diplomacy tools to establish interactions with the public. In addition, having good technical infrastructure will lead to good services, shown at Level II, such as ubiquitous access, citizens' interaction and collaborative digital diplomacy stages. Regarding legal factors, US1 stated "in foreign services, we need to deal with so many different countries with different legal systems and procedures in order to able to implement ICT tools at foreign services". He also stressed that not only does bureaucracy slow down the process of ICT implementation but so also do other organisational factors, such as decision making and resistance to change. From the literature, Batora (2008) outlined two levels of operational hierarchies: bureaucratic hierarchies and hierarchies between headquarters and missions abroad. The characteristic feature of a hierarchy can greatly limit the use of ICT tools in the diplomatic function (Bátora, 2006) . This is because bureaucracy can have the effect of slowing the flow of important information across the various boundaries of organisational units, as well as across levels of authority (Kettani & Moulin, 2014) . The above-mentioned empirical findings from the interviews and literature proved that these factors at Level III have greater impact when it comes to e-diplomacy implementation. The ISM-based model also determines organisational factors to appear on the same level as legal and political aspects, showing that both internal and external controls are of equal importance. Furthermore, the model in Fig. 3 shows that intra-organisational digital capability, i.e. the first stage of the proposed framework for e-diplomacy maturity by AlMuftah and Sivarajah (2016) , is located in the same level. This indicates that this is the most fundamental stage to be considered before moving to other stages located in the next level (i.e. ubiquitous access, citizen's interaction and collaborative digital diplomacy). Q3 stated that "Inadequate technical capabilities and weak technical infrastructure can lead to poor e-diplomacy implementation."
Level II consists of the variables security, acceptance, trust, risk, human resources, ubiquitous access, citizen's interactions, and collaborative digital diplomacy, which affect the highest level (i.e., Level I) of the ISM model directly. For instance, aspects relating to trust can better serve resistance to change of e-diplomacy implementation. Similarly, the relationship between the need for human resource (HR) and awareness/ training shows that the higher the HR factor is, the better the awareness and training for e-diplomacy will be.
Risk is defined as a possible adverse outcome. Here, risk is having doubts as to a future outcome. It is a critical factor that affects ICT and digital diplomacy (Kampf et al., 2015) . The risk factor has impacted the adoption of ICT in all sectors due to being uncertainties associated with adverse outcomes (Kampf et al., 2015) . State and non-state actors are likely to experience risks such as the hacking of e-diplomacy tools which is likely to negatively impact the implementation process (Mármol & Pérez, 2016) . It is worth noting that "risk" is located at the same level as other variables such as secrecy, trust, acceptance, HR and others, which indicates that these are equally important and can directly affect top-level variables, such as the competitive advantages of e-diplomacy implementation and resistance to change.
Finally, top-level variables reveal strong dependence on other variables. In the context of factors impacting e-diplomacy implementation, awareness/training, competitive advantage and resistance to change factors, which are within the upper level (i.e. Level I) show strong dependence power on other factors. Resistance to change means that state and non-state actors are not ready to accept change, especially using e-diplomacy to share sensitive information. Change is present in all aspects of society globally; the Internet has had a revolutionary impact almost everywhere, including on diplomatic relations and information gathering (Cummings & Worley, 2014) . One of the experts from the case studies said that "if diplomats trust and accept ICT tools, they will not resist the change brought about by an ICT environment (Q2)".
Conclusions
This research has examined the use of inter-organisational and intra-organisational uses of digital diplomacy within foreign ministries and embassies. The study presented a model of digital diplomacy that encapsulated ICT and showed the relationships between several variables identified during the interviews conducted with experts in e-diplomacy. The findings of the ISM process were discussed in the previous section in the context of existing literature, as well as the discussions undertaken by experts at the interviews. Eighteen different variables were found to be associated with e-diplomacy. Many variables were found to have both strong driving and dependence powers thus, classifying them as linkage factors that should be considered as relatively unstable. Therefore, in the context of e-diplomacy implementation, each variable will have an effect on the others as well as feedback on themselves. An explanation for this is that e-diplomacy is in its infancy and foreign ministries are struggling to make sense of it as discussed by several interviewees.
This research makes several significant contributions to the domain of diplomacy in general and to e-diplomacy in particular. The ISMbased model constructed for e-diplomacy was conceived and tested by exploiting indicators, which are important for assessing the maturity of ICT associated with diplomacy. One of the main gaps identified in the literature was the need for more theoretical development of e-diplomacy. As such this research showed an important input as the model developed here can now be used to explore if a particular factor needs further study. It should also assist foreign ministries identify the extent to which they should seek to exploit developments in ICT to carry out diplomatic tasks. The development of relationships among the variables as identified in this research can be considered as a significant contribution in this area.
A further key contribution of the adopted method is that it is the first study to utilise ISM as the model to identify the causal relationships from among factors impacting e-diplomacy implementation . The pyramid or level of the variables presented in the ISM-based model specifies the relative importance of different variables as drivers and the dependent or independents factors, which will allow researchers to select the relevant factors for further framework development and validation. A further key contribution within this study is the identification of links between the factors affecting the implementation of e-diplomacy and how these links are represented in context of their dependence and driving power in relation to other factors. This can be seen through the ISM model shown in Fig. 3 . The model presents the top-level variables as: resistance to change, awareness/training and competitive advantage. As these factors are all represented at the top of the model, they are considered to be the factors that have highest significance in terms of their dependency on the other factors. The effect of this is that these variables are heavily impacted by all other linked factors represented in the ISM model. The bottom level variables including economic aspects, culture and tradition and social aspects have the highest level of driving power and hence shows the significant influence on other factors in the model. These aspects of the research underpin the significance of the variables by identifying them either as strong driving or strong dependent variables, which enable us to better understand these factors that influence the implementation of e-diplomacy. The other factors that fall between the top and the bottom layers represent such factors that have both strong driving and dependence power. The development and the further possible predictive causal links between factors as found in this study could be considered as an extensive contribution too. The interdependency of the variables in the same level indicates how closely they are related to each other and so will allow the future researchers to consider these variables for developing and validating further framework/model. From a practical point of view, this study is of significant relevance to the foreign affairs sector, IS researchers, policy makers, diplomats, ICT mangers, and practitioners as it provides them with a greater understanding of knowledge stages and factors that encourage or hinder ediplomacy implementation and maturity. In doing so, the results can be used to support management when taking decisions regarding the implementation of e-diplomacy for both internal work purposes, such as service delivery, and external work, such as interacting with citizens and information sharing. For instance, one among the key functions of a country's foreign ministry's tasks happens to be the communication with citizens, sharing of information with different ministries and people via online communities, as well as taking care of the interests of citizens in the foreign land they are located in. Therefore, the proposed ISM-based model (for classifying relationships and ranking of factors affecting e-diplomacy) offers practitioners and policy makers a framework that can be used to aid the implementation of digital diplomacy through better planning and allocation of available resources.
A further key practical contribution is that the driving power and dependence diagram (see Fig. 2 ) that shows no factor is located in the autonomous section, which has a weak driver and weak dependent power and hence, has limited impact. The lack of autonomous elements in this study suggests that practitioners should pay attention to all factors identified as related to e-diplomacy implementation. Only "resistance to change" falls within the driver cluster with weak driving power and relatively high dependence power. Practitioners should therefore give priority to understanding it.
In spite of the significant contributions of this research, some limitations are present, as in all studies of this type. A lack of reliable data has limited the scope of the analysis. This research would have benefited from the participation of diplomats and professionals from other regions. Also, the study was dependent on access to people, organisations, and official documents. However, for security and other reasons, access was very limited because the focus area of this study, i.e. diplomacy and foreign affairs is very sensitive and some countries (e.g. the USA and the UK) traditionally limit access to information. Additionally, while professionals were consulted to identify the factors relevant to e-diplomacy implementation, it is likely that other relevant factors exist, which could be investigated in future research. It would be beneficial for future researchers to further explore the current factors using both inductive and deductive methods and to investigate additional factors before the framework is statistically evaluated and validated. Other statistical techniques which can enhance the results can be applied. For instance, Interruptive ranking process (IRP) can be applied to intensely investigate each factor impacting e-diplomacy implementation and rank them with accordance to their importance. Finally, further research should also be conducted on the components of the ISM-based model to evaluate the policy and practical implications of each.
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